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Overview

What i1s a HAM Radio Mesh Network?

How 1s a Mesh Network differ from normal Wi-F1?

What 1s a MESH network?

Websites: Broadband-Hamnet.org, AREDN.org, OCMESH.org
QST Article (July 2013) and Awards




Overview

e Orange County Mesh Organization.

* Major Nodes 1in Orange County

e Events (A couple of real-world MESH networks)

e Supported Hardware

* What services can you add to a MESH network?

e Connecting a HAM Radio Mesh Network to the Internet.

 Internet Tunneling.

e Demos

c Q& A




What 1s a HAM Radio Mesh Network

* Was known as High Speed Multimedia (HSMM-MESH)
« Take an inexpensive off-the-shelf wi-fi device...
 Install ham-developed firmware and...

* We can easily create high-speed networks

« Networks are self-discovering and self-configuring
 Hams don't need to be IT personnel to create networks

* With high-gain antennas, range of miles

e Limitation...line of sight range




HAM Radio Mesh Node
Wi-Fi1 or not Wi-Fi1?

Wi-Fi HAM RadioMesh Node
RF looks for wireless clients RF looks for other MESH nodes

Internet Wired clients Internet Wired clients




Types of Mesh Networks

Ideal MESH node topology vs reality

Pear-to-pear Hub and Spoke = Daisy Chain
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Broadband-hamnet.org

(hsmm-mesh.org)

B roadband-Hammnet

HSYMM-MESH Get On the Map :

News
search...
Who's Online Most Popular Content
We have 1324 guests online « Supported hardware / Supported hardware
» Mesh MNetwork Diagram H . H
s Firmware Installation Instructions Flrmware |nSta”at|On InStrUCtlonS
» Events and Mews Updates \
» HSMM-MESH Design Philosophy
Home
Just starting? Read this
Web Links
HSMM-MESH™ Forums Broadband-Hamnet
Awards

NEWSFLASH ==

Resources

Administrator access August 11 2014

Contact the Webmaster HNotice Regarding BBHN 1.1.2
Which hardware to use
Software Download
Applications for the mesh
Voice over IP

There appears to be a bug in release BBHM 1.1.2 which causes OLSR to crash periodically. It seems to be limited to larger, UBMNT-
based, networks, as it has not been reported on Linksys nor re-creatable on LUBMT networks of only a few nodes.

We are looking into the issue and will likely release a patch in the coming days which includes a watchdog reset ofthe OLSR as an
interim workaround until the preblem can be better understood and a fix put in place.
HSMM-ME SH Info

Under Development We are sorry for the inconvenience it may cause deployed networks, but wanted to get the word out to anyone planning such a
User Documentation deployment in the near term.

Developer Documentation

FAQ 2

FD Logging With Mesh Regards,

HSMNM files The BEBHM Core Team

Videos

Usage Articles
Learn about OLSR

Learn about Open WRT -
Learn about VWRT54G Welcome to the Broadband-Hamnet™ web site

Learn about WRTS4GL
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Map of registered nodes

Broadband-Hamnet
HSMM-MESH We

Who's Online

We hawve 1212 guests and 1
member online

+ HebBbxt

Home
Just starting? Read this

Web Links
HSMM-MESH™ Forums
Awards

Resources

Administrator access
Contact the Webmaster
VWhich hardware to use

Software Download
Applications for the mesh
Voice over IP

Regional Mesh Elmers

HSMM-MESH Info

Under Development

User Documentation
Developer Documentation
FAQ

FD Logging VVith Mesh
HSMM files

Videos

Usage Articles
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Hews

Googlemapped Mesh nodes
Please use THIS FORM to submit vour node(s) to the map.

Linlcs: Red=Planned. Blue=Connected

search

If vou have links between nodes, vou can add that in vour email, which nodes are linked to which other.

(zoom in on the Austin Texas area to see an example)
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AREDN.org

Amateur Radio Emergency Data Network

| Search |
Amateur Radio Emergency Data Network

Login | Register

ARE

ABOUTUS ~ FOR DEVELOPERS

Alerts Navigation
Do not flash a Ubiquiti device that is running, or has been running, airOS version 5.6.2 or higher Hmine
with AREDN firmware. We have become aware of a change that may be incompatible with current Software
firmware images. We are looking into the concerns raised and will post more details as they are Documentation
determined. We have developed the following utility to help determine if your device is compatible. How To
Download the AREDN U-Boot Test Setup Program. Requires Windows 7 or higher and Microsoft .NET
Framework 4.5. Fb i
About Us
Search

Recent content




OCMESH.org

The Orange County Mesh Organization

I T

m More Nodes in Orange County M Bands, Channels, and Frequencies | Band Flans J§ OC RACES || Backbone Modes
Software (Firmware) § Basic Setup External Links

Mavigation
Home The Orange County (Broadband-Hamnet/AREDN) Mesh Organization
w Orange County Major Nodes
j : 3 ] | W ey — g HIVELSIOE %o =S (),
Anaheim Ham Radio Outlet . -i"’-;. : | "\\ il : Bealmon e ﬁ
Red Cross - Santa Ana b, o, (S 7= | W \ s
i T = S - . %
Pleasants Peak Turranl:e ! \/  Araheim’ | B L :
Laguna Woods Village Tower i S ::_\ "'-.r‘ \, S, R
Saddleback Nodes 9) M 2 i - @ | Hemet
Mission Viejo City Hall (EQC) e oy k . ; i
. W “iving e i
San Juan Capistrano - u‘ i LakE_EElsml:ure iR
Bands, Channels, and Wy i Jz’f i ; EE? O
Frequencies EE% @" <‘ ‘E |
Band Plans '\ gl -“'f Mumel,? ¢
+ More Maps D:\\'EL,F’ ] ; Temecula ’ -
More Nodes in Orange ; dlesalt - ]
Two Harbors Catalina Island et Y,
County EET San Clgmente : / ;g:?rrrr;(
AREDN Node Map Fish Habitat... -,
OC RACES
Who is the Orange County {Broadband-Hamnet/AREDN) Mesh Organization? In The News
SATERN.
KPARN

The Orange County Broadband-Hamnet/AREDN Mesh Organization is Laguna Woods Village installs
Las Vegas Mesh

a group of Amateur Radio Operators (HAMs) who are working three mesh nodes on gate 14
Backbone Nodes ) o ) )
== together to establish a synergistic TCP/IP based mesh of nodes in the tower:
g Crange County (California) area and neighboring counties using Building a safety net
+ Hardware i - iy
% — commercial hardware and open source software (firmware)
pheninds s developed by the Broadband-Hamnet and AREDN development Mesh networking for the

Antennas (non-MiMo} oo Syaralloiae Maw Parada in San




Broadband-Hamnetw in QST — July 2013

DEVOTED ENTIRELY TO AMATEUR RADIO

July 2013 WWW.ARRL.ORG

Putting High Speed

asrrovions: M ultimedia to Work
44| Antenna TuHBTS: 05 = e ,n Texas

MFJ:9982; Palslarn K
and AT2KD iy i ‘-l‘
5

491 Array Soluts VHAuhlu‘
Vector Network A ‘Idzé*r

34| Use a PIC to,gonlrol
a Miniatdre’ Slow Scan™ — o 8
TV Camera

37| Build the Real 2 Mete e
Q-Pole Antenna -

41| Adda Digital Duhpl"
toan 61@\' Transcewéﬂr

65! Go Behind the Scenes
with Amateur Radio at the
Boston Marathon

DIGITAL FEATURES

See a Video Overview of the MFJ-9982
lenna Tuner

> 47| See a Video Overview of the Palstar AT2K
and AT2KD Antenna Tuners

Ofjcial Jaurnal of

ARRL Giiicdq s
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A Broadband Ham Network
Crosses the Finish Line

A broadband ham network brings long-range video
to the Big Bend 50 Ultra Marathon's finish line.

Lynn Jelinskl, AGAIU

Big Bend Mational Park is krcated north of
the Rio Grande River, which separates d
Lnited Sttes from Mexico. Big Bend, which
iss larger than the state of Bhode Tsland, is a
emess located

ilkin the huarsh Chihuabuan Desert.

Eiach year i the eool weather of January, Big
Bend National Park hosts the Big Bend Ul
meter {11 mile) athom that

i lemited o 1540 rummers 1o mi
mental impact. Athleies come
thiz worlid te comapete.

iz EErvino-
oy srouesl

The Challenge
uppoert the marsthon, hams from the Rig
Bend Amateur Radso Club, the Aiasls
Avmateir Radio Clib and the San Antonio

Radie Club sslablished a race controel and

safety et oa 2 mesters. The race net had been
el during previous reces and had proved

Yy v both for coomdination of mes
livities uml nanner safety, However, By
lators, soemething

5

The Friends amd family of rece panticipants
coaldn’l walch their runmers cross the fimish
cordoned off i an

o about 101

leme hocause they w
amprhith
il

Figure 1

The equipmenl used to salabish the HSMM-MESH nodes
arn tho Linkeys raulor, 13V ballory-pownron UPS, signal meror, cam-
pass and keathor giowns. [Lynn dobneki, AGdIU. photo]

The Solution — & Finlah Line Cam

A proup of hams from the Austin ARC (Joe
Paul Kinney, KDSVERLE
LDSHOY, and Alan Russell,

metwonk o bt a live video
an Internet protoce] video camera (similar io
those wsed in security applications ) a1 the fin-
tshy L fow spacls hseerel i L resmle

amphitheater, The network s casy Lo set up,
huttery poversd amd far less expensive than &
QUIERIEITS

ke

The Equipment
HSMM-MESH nioales are made rom resthily
avallabde consurmer Wi-Fi poalers (ses wivw,
hsmne-meshoorg for maoded numbers that are.
supporied by the software ). No el hard-
ware madification is nesded: i°s simplhe s ne-

Figure 2 From the eft are Mich, KDSHCV; doo, KOSKG, and Alan,
KESDTH, wna used a compass to am the ankenna ang 2 signal mir-
ror %0 contimm e orendation. The antenna s secunsd wilh guy wires

s 10 keeep Ihe catlory-
powersd UPS warm durng the night. [Paul Kinney KDSWAU, photal

aftached to 10 inch steed spises. Tne coole

B8  July 2013

Flgure 3

program the rowter with free softwane
derynoade froem the sale. The soflware con
werts the siamdard router ke 2 microwave mesh
nexle. [A& mesh nede pperies wilkin 2 mah
etk Each nesle in the mwsh network can
i data from an extemal devics (sech as
a wiklen camera) and alsa relay © uired
by cther nesdes. — Fd.] The camerted roaler
il stall wse the faciory ransmil power of
aboui B0 mW

A the nisdes are powered up, the seiiwiane an-
ables each e po discover ather nodes within
rnge, form nerwork potls. and irinsfer dita
iscmaticadly.

Two of the nodes, the fmsh line cansera
e aid the Ernst Ridge relay nods, wer
Ievesstions 5o reme (het they didi’t hive 2lec-
racily. We chiwe 1 use lighvweighl (6 1)

12 W hattery-powered unintemuplabls powar
sapplics {LIFS) i power these ndes [see
Figure 1}

The Amateur Radio Advantage

These muiers nonmully deliver only hisehold
tlstanoe operation. This i where Amatear
Reulio connes i Some of the 802, 1 1BAG (2.4
GHr) chunnzls overlup the Amesenr Ridio
e, 1yt ok a2 Technician class or laglse
lecense vou mey aitach an smplificr anicann
or both o the nide W incrance ite uceful mnpge
Bemember, only the oparating sfiware (finmo-
ware] in the Wi-Fi router is chunged to cooven
it 1 s mesh

Deploying the Network

Uising micrivamye poth analysis softwsre, we
delenmaned we necded Dwio nodes, one Too
B1 nile patls {res Fagises 2 amd 3) wad hei
for 1 8 mile path. For the 9.1 mils path from
Bt Ridyre i the finish line, we used 2 24 dB

Alan Russed, KESDTR (L), and Joo, KC2KG, are loaking
ol fram e HEMM-MESH node lkealkan atap Ernal Ridga e tha N
ling 8.1 miles awale [Mitch Langon, KSHTY, phatla)

Finish Line:
.1 Miles

e r—

Broadband-Hamnetw in QST — July 2013

Flgure £

digh antenna al both lec
gt ey the Bio Grande Village, we usad o

12.0B amnidirectional sz puired with o
1248 Y With thesa anlennis sl cl
el paaths, we didn’t nead an BF anplifien

. For the 18 mile

Hetwork Ferformance
Thanks
oodd anicnms

care il placement of the nodes,

wl the low BF poise loor at
Big Bencd Mat Park, we were shle i

wel I co W pleced backup batienies
algsch renvde nodds in case we needsd them,
bt the original batteries lasted for the entire
Iy bewrs of the race. The batleries powering
thie wideo camera lasted for & hours and
meceled 40 he changed during the rce

Priar Planning and Tasting Payoff

Qur group spant many of car Digital
Wednesday meetings planning the cperation.
W studied togurzraphacal maps, wested the
mdes anad kel thie cokl-lemperature per-
£ planmed the
amlenma losations, we perlarmed a micowave
peath amalysis of the tervain o see how reliable
the paths would ke

Omnie al Big Bel we valklabed cur plannings
with on-site testing We sstup the network,
checked amenna stability anc baglery integrity
2 duys prier ke the evend. In preparation o
the event h ol us had climbed Emet Bidge
with heavy backpacks at least thee times,
chwing for handholds in the rocks while hop
my the kemperabuns wis oo ookl Tor serpi-
ons and rattlesnakes. Each ascemt was the
valent of climbing S0 stairs

Hat Wash-up

It was cark by the me the fnal runner, who
el 1) then a walker, balbbled soross (Be fin-
ish lime:, Under the Hight of the stars we -

Ing with tha b i Texa

Faul Kinnay, KDSVAY, ad|usling tha vidoo display and daal-
& U, [Joo Julbne

1, KC2KG, phata]

wiewed what went well and what could he

derestimated the inlensity «
sun. 14w so bright kot it
wilen projec

CANOpy over e soreen. usi
sereen with a highly reflective sarf.
hagh-posvensd projector the finish line video
projection was hanl o ses (see Figure 4)
Mext year w
o display the live video Fead.

Mext Year — Avdience Cam
Speciuiors loved s
i finish ling, bai o

2 Usesir rumners cross

: runners themsslves
didln"t hear the cheers or share in their sxhila-
ralon. Mesk year we phin o place 3 seceed

an “amliencs
wo e can provice o live video feed
o lhe athleles a1 the wildemess finish line.
HSMM-MESH 15 up e the msk!

i, WCRKGE Paul Kinfiy KOSVRL)
1 Lailen, KOSHEW, bl s Risaill
KESDTR, cortibiled o M b
Ly inaki, AG4IU, ar ARF:
firat liesngen in 2000 Lynn and b
Jao, KEIKG . mu ;
sty Het dy

it
Geant o 1
fitic
TETI4, Kedkg @ aarthlmk net,

Did you enjoy this article®
Cast your vate ot F_
wwnwLarLong | overplagee pall
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Broadband-Hamnetw Awards

Putting High Speed

Multimedia to Work
. in Texas

44| Anlenna !'lll:i_l:l's‘.
MFJ-388 2 Pal=tar AT2K =
and AT2KD al i

49| Array Seltions W NAuhT

Vector Hetwork! hﬂ!lh'l!‘ﬁ' i F i;i ‘
| inside: e
J e
Use a PIC to Control
n w Bca

Build the Real 2 Meter -
ol Efifitenna ~ ©° WAl

411 Add a Digital Display
te an Dider Transceiver

EE_ Go Bahind the Scones
with Amateur Radic at the
Boston Marathon

i Visit the
ARRL Website
L at www.arrl.org
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IAEM-USA First Place Award
Technology & Innovation Award
Division 2
Broadband Hamnet™

In recognition of the creation of a high-speed digital wireless
‘communications mesh network for Amateur Radio Operators.

Presented this 29" day of October, 2013
IAEM Annual Conference, Reno, NV

IAEM-Global First Place Award
Technology & Innovation Award
Division 2
Broadband Hamnet™

In recognition of the creation of a high-speed digital wireless
communications mesh network for Amateur Radio Operators,

Presented this 29 day of October, 2013
IAEM Annual Conference, Reno, NV

Elizalieth B. Armstrong, MAM, CAE
Chigf Executive Officer

The Emergency Management
Association of Texas

Presents oo

Broadband-Hamnet™

Glenn Corrie Bob Morgan
Hick Kirchhol David Rivenburg
Jim Kinter, Jr. Brian Wood

The Emergency Management
Technology & Innovation Award

In recognition of their development and innovative e of
technology to advance the ficld of emergeacy manapement




AREDN Team Receives
ARRL 2014 Microwave Development Award

2014 ARRL
Microwave Dc:-*w:-*i()pmﬁ it Award

e~ 5 The P[ incipals and Developers
B of Broadband-Hamnet”
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OCMESH.org

The Orange County Mesh Organization

I T
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The Orange County Broadband-Hamnet/AREDN Mesh Organization is Laguna Woods Village installs
Las Vegas Mesh

a group of Amateur Radio Operators (HAMs) who are working three mesh nodes on gate 14
Backbone Nodes ) o ) )
== together to establish a synergistic TCP/IP based mesh of nodes in the tower:
g Crange County (California) area and neighboring counties using Building a safety net
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Saddleback 2.4 GHz, 3 GHz, and 5 Z




Saddleback 2.4 GHz, 3 GHz, and 5 GHz




KE6BXT-M5R-68-143-86 (5GHz node)

KE6BXT-MVCHR-Bullet-grid-165

(Locaded on the roof of Mission Viejo City Hall)

(.




Anaheim Ham Radio Outlet (HRO)




3GHz 5GHz
120 deg sector antennas

120 deg sector 5
antenna |

22% zo00m
PTZ camera

120 deg sector antenna
pointing North East

Pleasants Peak




Laguna Woods

John NUGY

e




Red Cross

2.4 GHz Nanobridge
and
5GHz Rocket w/Omni



Boris Kamenster, __
AB6ZS 1=

2.4 GHz Nanobridge
and
5GHz Rocket w/Omni
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More Nodes in Orange County || Bands, Channels, and Frequencies f§| Band Plans | OC RACES | Backbone Nodes

Hardware

Software (Firmware)

Basic Setup

Mavigation

Home

+ Orange County Major Nodes
Anaheim Ham Radio Outlet
Red Cross - Santa Ana
Pleasants Peak
Laguna Woods Village Tower
Saddleback Nodes

Mission Viejo City Hall (EQC)

Bands, Channels, and
Frequencies

+ More Maps

More Modes in Orange
County

AREDMN Node Map
OC RACES
S5ATERN.
KPARM
Las Wegas Mesh
Backbone Nodes

Events

+ Hardware

Antennas (MiMo}
Antennas (non-MiMao)
airRouter

w» AirCateway

Wireless Clients or
Wireless Internet

Software (Firmware)
Basic Setup
b Internet Tunneling

+ Services

. & ¥ a-

-

Bands, Channels, and Frequencies

2.4 GHz Band

-2 (2397) AREDN only

-1 {2402) AREDN only

1(2412)

2 (2417) <-- Ord Mt. To Potosi ATN ATV repeater link
3 (2422)

4 (2427)

5(2432)

6 (2437)

7 (2442) <-- ATN repeater input
8 (2447)

9 (2452)

10(2457)

11 (2462)

SCRRBA Band Plan:
2395-2400 == 50 kHz == 1MHz BW, Paired with 2305-2310
2400-2410 Space, Earth & Telecommand Stations

WE1 = 2410-2427
WB2 = 2427-2433
WE3 = 2433-2450

3 GH=z
BEEHM Firmware:

7

AREDNM Firmware:
76 > (3380) WBZ =-- Mote 3380
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More Nodes in Orange County f| Bands, Channels, and Frequencies | Band Plans fj OC RACES | Backbone Nodes

Navigation More Nodes in Orange County

Home

w Orange County Major Nodes
Anaheim Ham Radic Qutlet
Red Cross - 5anta Ana
Pleasants Peak
Laguna Woods Village Tower
Saddleback Nodes
Mission Viejo City Hall (EQC)
San Juan Capistrano

Bands, Channels, and
Frequencies

Band Bl
ore Maps

More Modes in Orange o MalibuT—

County

OC RACES
SATERN.
KPARN
Las Vegas Mesh
Backbone Nodes

Events

+ Hardware

Antennas (MiMo)
Antennas (non-MiMo)
airRouter

« AirGateway Map data ©2016 Google, INEG! Imagery ©2016 Terrahetrics  Terms  10miL________

Wireless Clients or
Wireless Internet

Software (Firmware) Get on the Orange County Mesh Map
Basic Setup

Pop-out ma

This map shows locations we are looking at because a HAM has indicated that they have an interest in mesh

Internet Tunnelin 1 : ] : :
4 9 networking or because a node or nodes have been installed at that location. If you you are interested in

w Services

L - ~ = . -

installing a mesh node in Orange County, please get in touch with either Don Hill ar Joe Ayers and we will add




More Nodes in Orange County | Bands, Channels, and Frequencies {§ Band Plans || OC RACES || Backbone MNodes

MNavigation More Maps >
Home Las Vegas Mesh

+ Orange County Major Nodes
Anaheim Ham Radic Outlet
Red Cross - S5anta Ana
Pleasants Peak

8] SN-HSMM-Mesh

-

Laguna Woods Village Tower
Saddleback Nodes

Mission Viejo City Hall (EOC)
San Juan Capistrano

Bands, Channels, and
Frequencies

Band Plans
+ More Maps

More Nodes in Orange
County

AREDN Node Map
OC RACES
< Las Vegas Mesh >

[T ey g ey e )

Events
+ Hardware
Antennas (MiMc)
Antennas (non-MiMo})
airRouter
w AirGateway %
Wireless Clients or {1l adge
Wireless Internet 'w_"@ﬂ -

Map data 2016 Google Imagery £2016 T
Software (Firmware)

: Pop-out map
Basic Setup
} Internet Tunneling SN-HSMM-Mesh
+ Services

The Las Vegas mesh group iz known as the Southern Nevada High Speed Multimedia Mesh Group (SM-HSMM-

k Relding Scneaoie Mode Mesh) and their Yahoo page is at this link.




I T
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Software (Firmware)

Basic Setup External Links

Mavigation

Home

» Orange County Major Nodes

Anaheim Ham Radio Qutlet

Red Cross - Santa Ana

Fleasants Peak

Laguna Woods Village Tower

Saddleback Nodes

Mission Viejo City Hall (EQC)

5an Juan Capistrano

Bands, Channels, and
Frequencies

Band Plans
« More Maps

More Nodes in Orange
County

AREDN Node Map
OC RACES
SATERN

Las Vegas Mesh
! |! ge. Nodes
Antennas (MiMa)
Antennas (non-MiMa)

airRouter
w AirCateway

Wireless Clients or
Wireless Internet

Software (Firmware)
Basic Setup
b Internet Tunneling

« Services

L B 1N - & = [

Events

'Sw_a!lws Day __

Using mesh networks to support public events

We have supported three public events in Orange County in the last two years.

The first was a bicycle race called Vision Quest. For that event we deployed four nodes. Two of the nodes had
pan,/tilt cameras attached, and one of the nodes connected to our hub that acted as a relay to two HAM QTH's
with internet access. Using the internet access allowed for remote monitoring of the node status and viewing of
the cameras.

The second event was the Christmas lighting ceremony in 5an Juan Capistrano. For that event we deployed
five nodes. Four of the nodes had cameras attached and the fifth node was the monitoring station with a laptop
and external monitor for monitoring all cameras. The Orange County Sheriff was so impressed that we were
asked to provide a mesh network for video streaming for the Swallows Day Parade

The third event was the Swallows Day Parade in 5an Juan Capistrano. For that event we deployed ten nodes
and six cameras. The cameras were monitored in the Orange County Sheriff's Mobile Command Center (MCC).
Read more in thic article.
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WVision Quest

Date & L ocation

Event Date: April 4th, 2015
Santa Ana Mountains, Orange County, CA
Event Start: 5:30 AM

Registration opens October 1st, 2014 @ 8:00 p.m.
The event fee is $130 which includes finishing award, t-shirt, and post-event food.
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Vision Quest — Airgrid and Camera 2
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Video from Camera 2

Real-time IP Camera Monitoring System

Fhip MNirror

Reszolution | 640480
Mode  |50HZ
Brightness I.;,I 7
Contrast '.;IE =

Presst set| 1| g0

tefresh camera params

refrash vid=o

audio

Clozzdudio

Device Management




Vision Quest — Airgrid and
2m/440cm omni antenna
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Vision Quest Mesh Status

Local Hosts

aefue-15
® TrendDet

Remote Nodes

aefue-10-ubnt

aebxe-14

aeO6xe-15 mesh status
| Refresh || Auto | | Cluit |
Services Cwrrent Neighhors LQ

TV-IPE61C

ETX Services

3.5
I

EECBXT-Awgndh2-10-27-43  47%
@ DLk

EECEXT-Bullet-66-154-163 83%
EESBXT-WEERWV-Roof 6%
EESBXT-anwGnd-160-74-173  33%

® smarthome

Previous Neighbors

none

Services

DCS-9321




Vision Quest Mesh Status

aeb6xe-10-ubnt mesh status

| Refresh | | Auto | | Quit |

Local Hosts Services Current Neighbors LQ Services
acbxe-10-ubnt EE6GBXET-Bullet-66-184-163 61%

KE6SBXT-WEREV-Roof 26%
Remote Nodes ETX Services KE6SBXT-awrGrid-160-74-179  T78%

® smarthome webcam
KE6BXT-AwgridW2-10-27-49 642 acbxe-14 449,
® DLink DCS-932L

KE6BXT-WEREV-Inside 10.56 Previous Neighbors When
acbxe-15 2 e

® TrendNet

TV-IP8621C

1none




Camera Viewing Station
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San Juan Capistrano
Swallows Day Parade
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San Juan Capistrano
Swallows Day Parade
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More Modes in Orange County | Bands, Channels, and Frequencies J§ Band Plans §§ OC RACES || Backbone Nodes

Navigation Hardware

Home

v Orange County Major Nodes Why we do not recommend using the Linksys WRT54G Routers for HAM Mesh Networking

Anaheim Ham Radio Qutlet
Red Cross - Santa Ana
Fleasants Peak

Laguna Woods Village Tower
Saddleback Nodes

Miszion Viejo City Hall (EQC)
San Juan Capistrano

Bullet/Bullet-Ti

] ]

Bands, Channels, and
Frequencies

Band Plans
 More Maps

[ =

More Nodes in Orange
County

AREDN Node Map
OC RACES
SATERN.

Las Vegas Mesh
Backbone Nodes

Events

BM2HP 2.4 100+ Mbps | 600mw | 28 dBm | 2412-2462 MHz
GHz

BM2-Ti 2.4 100+ Mbps | 600mw | 28 dBm | 412-2462 MHz
+ Hardware N CHz
Antennas (MiMao} BM5HP 5 GHz 100+ Mbps | 600mw | 25 dBm 5170-5825 MHz*
Antennas (non-MiMo)
airRouter BM5-Ti 5 GHz 100+ Mbps | 600mw | 25 dBm | 5170-5825 MHz*

w AirGateway
Wireless Clients or Source: bm_ds.web.pdf and BulletM_Ti_DS.pdf

Wireless Internet * Only 5725 - 5850 MHz is supported in the USA
Software (Firmware) Note: dBm refers to output power

Basic Setup
b Internet Tunneling AirGrid M

- Services

» Adding Services to a Node




Supported Hardware

Linksys:
« WRT54G*

Ubiquiti

« Nanostation Loco

« Nanostation o d¢ B
* NanoBridge
» Rocket

* Bullet

i)

« Airgrid




Supported Hardware

 Rockt Dish

e Airmax Basestation

Sector antenna

(90 deg, 120 deg)

+ MIMO Omni _ | A
e Non-MIMO Omni LI . "
or Grid Dish
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More Nodes in Orange County | Bands, Channels, and Frequencies | Band Plans | OC RACES || Backbone Nodes

Hardware

Software (Firmware)

Basic Setup External Links

Mavigation

Home
w Orange County Major Nodes
Anaheim Ham Radic Outlet
Red Cross - Santa Ana

Pleasants Peak

Laguna Woods Village Tower

Saddleback Modes
Mission Viejo City Hall (EQC)
5an Juan Capistrano

Bands, Channels, and
Frequencies

Band Plans
 More Maps

More Nodes in Orange
County

AREDMN MNode Map
OC RACES
SATERN.
Las Vegas Mesh
Backbone Nodes

Events

+ Hardware

Antennas (MiMo)
Antennas (non-MiMo)
airRouter

w AirGateway

Wireless Clients or
Wireless Internet

Software (Firmware)
asIC p
b Internet Tunneling
- Services

» Adding Services to a Node

Cameras

Software (Firmware)

ARE

AMATEUR RADIO EMERGENCY DATA NETWORK

Turning your Ubiquiti radio into an ARER

d load the AREDM firmwarg
bu to http: / fAREDN . org

All of the instructions on how to download a are on the AREDN website. Rather

than repeating the steps here, we will refer
Go to the menu at the top of the page and mot®

Below w is [EOLUYIROENE that allows you do download the firmware from the web site and store it on

your computer.

Below is [NELAREN U] that walks you through verifying that your hardware will support
the AREDN firmware, and then upload the firmware from your computer to the Ubiquiti radio.




Search
Amateur Radio Emergency Data Network

Login | Register

ARE

AMATEUR RADIO EMERGENCY DATA NETWORK

SOFTWARE ABOUT US FOR DEVELOPERS

SUPPORTED
PLATFORM MATRIX

Software [EEE——

INSTALLATION

NETWORK SWITCH t is running or has been running AirOS version 5.6, please run the AREDN U-Boot Test
CONFIGS firmware load or upgrade.

We have developed the following utility to help you determine if your device is compatible, as well as being able to take a BACKUP of your node’s
critical partitions.

Download and run the AREDN U-Boot Test Setup Program. [f the test results in a "GOOD/GOOD" result, then you may proceed to load the
appropriate AREDN firmware onto it.

If the test results are "BAD." then you should do the following:

1. Backup your device partitions using the AREDN U-Boot Test program.
2 Use the Air0S GUI to downgrade to Air0S v5.5 %

3. Re-run the AREDN U-Boot Test program and look for a "GOOD/GOOD" test.
4 If "GOOD/GOOD", you can safely use the AirOS GUI to install the AREDN firmware.

Requires Windows 7 or higher and Microsoft MET Framework 4.5.

Motes for Over the Air Upgrade are below

) 0 ] =Ta r=3k

Use this "factory" file when loading from AirOS or TFTP

at=Tallata alh AL [} I 0 [




Use this "factory" file when loading from AirOS or TFTP
Use this "sysupgrade" file when loading from AREDN (or BBHN)

Latest Stable version is: 3.15.1.0

AREDN™ Firmware for Ubiquiti

Bullet M2

Bullet M5

Bullet M2 Titanium

Bullet M5 Titanium
MNanoStation Loco M2
MNanoStation Loco M5 (XM)
ManoStation Loco M9
MNanoBridge M2

factory

mdSsum:
284883fd8158466c0322735a0568db18

sysupdrade

mdSsum:
78c38e1d8d01240f70db069d59866dca

MNanoBridge M5 Size: 4.4M Size: 4.4M

MNanoBridge M9

AirGrid M2

AirGrid M5

PicoStation M2

NanoStation M2 factory sysuparade
mdSsum: mdSsum:

ManoStation M3
MNanoStation M5 (XM)
MNanoBridge M3

2bf57572e27cd6a328371af1885e73e4

90a0769601533f7c52dfd2ad085d3c02

Size: 4.4M Size: 4.4M
Rocket M2 factory sysuparade
Rocket M3 md5sum: mdSssum:
Rocket M5 83850eelf7cccef9233938b286bec3ec || 790d25aletd0a04d5168dbd2840ffd8a
Rocket M9 Size: 4.4M Size: 4.4M
factory sysupgrade
mdSsum: mdSsum:

MNanoStation M5 (XW)

3d80d30764c55d5e60cab7289cb1b94c

50cc9e479bb24aaf500e6cf7bas98b59

Size: 4.4M Size: 4.4M
AREDN™ Firmware for TP-Link
factory sysupdgrade
CPE210 mdSsum: mdSsum:
CPES10 77598cd1c8b53beeb36eddbs867bf5bl || 2db1d122a51f9d3189a017213ec56eal

Size: 4.5M

Size: 4.9M

Patches

Over The Air Upgrade support

ar 2 M0 T

for ADCMMI Parats

b

L W

1ok i
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More Nodes in Orange County f§l Bands, Channels, and Frequencies | Band Plans § OC RACES § Backbone Modes |

Hardware

Software (Firmware)

Basic Setup

Mavigation

Home

w+ Orange County Major Nodes
Anaheim Ham Radio Qutlet
Red Cross - Santa Ana
Pleasants Peak
Laguna Woods Village Tower
Saddleback Nodes
Mission Viejo City Hall (EQC)
San Juan Capistrano

Bands, Channels, and
Frequencies

Band Plans
» More Maps

More Nodes in Orange
County

AREDN MNode Map
OC RACES
SATERN.
Las Vegas Mesh
Backbone Nodes

Events

+ Hardware

Antennas (MiMo)
Antennas (non-MiMo)
airRouter

w AirGateway

Wireless Clients or
Wireless Internet

Software (Firmware)
ernet lunneling

w Services

b Adding Services to a Mode

—-

Basic Setup

Configuring your node to attach to another node in the OC Meah
Mow that you have flashed the AREDMN firmware on your new Ubiquiti or TP-Link node there are a few settings

you need to make (in addition to naming your node with your callsign}).

Clicking on the Setup button should take you to the Basic Setup page. Looking at the OC Mesh map determine

which node you want to connect to and enter the following information in the WiFi section.

After you have entered your 551D, Channel, and Channel Width, click on the Save Settings button and,
when prompted, click on the Reboot button.

2.4 GHz nodes

Node Name S5ID Channel |Chanel Width
WoARH-M2ZHP-24A43C BroadbandHamnet | -2 (2397} | 10 MHz
AEBXE-PleasantsPk-RM2 BroadbandHamnet | -2 (2397) | 10 MHz
AEeXE-Saddleback-RM2 BroadbandHamnet | -2 (2397) | 10 MHz
KEGEXT-MYVCH-M2B-Grid-140-228-165 BroadbandHamnet | -2 (2397) | 10 MHz
KEGEXT-MYCH-M2R-NORTH-122-48-97 BroadbandHamnet | -2 (2397) 10 MHz
KEGBEXT-MVCH-MZ2R-50UTH-62-84-116 BroadbandHamnet | -2 (2397) 10 MHz
KEGEXT-M2MNE-RedCross BroadbandHamnet | -2 (2397} | 10 MHz
KEGBEXT-WEHRO-M2R-12-23E8-64 BroadbandHamnet | -2 (2397) 10 MHz
KEBEXT-WEHRO-M2R-RDISH BroadbandHamnet | -2 (2397) | 10 MHz
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More Nodes in Orange County | Bands, Channels, and Frequencies l§ Band Plans | OC RACES | Backbone Nodes
Software (Firmware) J| Basic Setup External Links

Navigation Internet Tunneling

Home

w Orange County Major Nodes
Anaheim Ham Radio Outlet
Red Cross - Santa Ana
Pleasants Peak =
Laguna Woods Village Tower Inte rnet Tunnellng
Saddleback Nodes
Mission Viejo City Hall (EQC)

San Juan Capistrana ( .Q:""'"' g. _;-J@. _)"éi"'

Bands, Channels, and B = : —
Frequencies - :

Band Plans %\:! ] ' 5':/"'/,_'; %\' 1 (i

+ More Maps

More Modes in Orange u =
County

AREDN Node Ma
OC RACES ’ MESh 1 MESh 2

S.ATERM.
Las Vegas Mesh
Backbone MNodes

.
Events

+ Hardware Internet Tunneling is a method to connect Mesh Islands together using the Internet. Each AREDN
Antennas (MiMo} Mesh Node has the capability to ether be a Tunnel Server, a Tunnel Client, or both a Tunnel Server and
Antennas (non-MiMo) a Tunnel Server.
airRouter

w AirGateway After flashing the AREDN firmware on your node you must install the Tunneling software before you
Wireless Clients or can configure it. Click on the Setup button to go to the Basic Setup page. Next, click on ether
e eines the Tunnel Server or Tunnel Client links. If the Tunnel software has not yet been installed you will see

Software (Firmware) one of the following messages:
Basic Setup

b Internet Tunneling

b Adding Services to a Node

Tunnel S -
I :
i Administration

MNode Status Basic Setup g—mor; Fonvg;rdini




S . S Port Forwarding, Tunnel Tunnel ey S
Mode Status Basic Setu BHED. ol e Client Administratior

Tunnel software needs to be installed.
Click to install

. - R Port Forwarding, Tunnel Tunnel ey
Mode Status Basic Setup BUCD. and Bt e Administratior

Tunnel software needs to be installed.
Click to install




Port Forwarding,

Tunnel Tunne e
DHCP, and Services Client Administration

Help | Save Changes | | Reset Values | | Refresh

Mode Status Basic Setup

Tunnel Server Metwork: 172,31, 140 . 180 (must be between 0 and 254)

Tunnel Server DNS Name:

Allow the following clients to connect to this server:
Enabled? Client Pwd Net Active Action

172.31.140.180 & Add

Port Forwarding, Tunnel
DHCP, and Services Server

Mode Status Basic Setup

Help | Save Changes | | Reset Values Refresh

Connect this node to the following servers:

Enabled? Server Pwd Network Active Action
Add




Mode Status Basic Setup Port Forwarding,

Tunnel Tunnel
DHCP, and Services Server Cli

lient Administration

Tunnel software needs to be installed.
Click to install

Mode Status Basic Setup Port Forwarding,

Tunne Tunnel R
DHCP, and Services Server Administration

45}

Tunnel software needs to be installed.
Click to install




I )

More Nodes in Orange County M Bands, Channels, and Frequencies | Band Plans | OC RACES Jj Backbone Nodes

Navigation

Home
} Orange County Major Nodes

Bands, Channels, and
Frequencies

Band Plans
» More Maps
Events
} Hardware
Software (Firmware)
Basic Setup

b Internet Tunneling

w Services N
b Adding Services to a Node
Cameras
VOIP
Ham-Chat /| MeshChat
WinLink
Raspberry Pi Applications

Don & Joe's Mesh Presentation
External Links

FAQs

OCMESH Tools/5tatus

Contact Us

Sitemap

Affiliations

Services

Services

A mesh network, or any network for that matter, is of no use unless you have services. Having a large mesh
network would be similar to having a large number of routers connected with catSe cables or having your home
router connected to your Internet Service Provider's modem and then not connecting any computers, printers,
video streaming encoders, or home automation devices to it

On a Broadband-Hamnet/ARDEN mesh network there are a lot of devices (services) that can be added in order
to make having the mesh network worthwhile. There are also several devices that you can connect to your
home or business network that you can NOT connect to a Broadband-Hamnet/ARDEMN mesh network. After all, a
Broadband-hamnet/AREDN network uses Amateur Radic (HAM) radio frequencies and therefore must comply
with FCC rules, Part 97.

But for now, let's not concentrate on what you can't do on a Broadband-Hamnet/AREDMN mesh network and look

~t rmmnes o f st i mme A




So you have a MESH network...
What can you do with 1t???




First, you will need a Computer!




irst, you will need a Computer!
0 you can check the Node/Mesh status.

KE6BXT-MVCityHallRoof

Help Refresh Mesh Status OLSR Status WiFi Scan Setup Night Mode

10.23.96.188 /8
fe80:214:bffffe17:60be Link

WiFi address Signal/Noise/Ratio -52 / -94 /42 dB | Auto
firmware version 1.12

1018 - configuration mesh

fe80::214:bfff:fel17:60ba Link
10.190.190.224 system time 2t Jan 12000
KESBXT-MVEOC 1:05:59 PST

your address 682280953 uptime 19:05
load average 0.00, 0.00, 0.00

LAN address

default gateway

OLSR restarts 1
runtime 0 - 06

flash = 524 KB
free space /tmp = 7060 KB
memory = 2520 KB

O
[
'y
-]




You'll want an IP Camera




. or several IP Cameras




Do you want to talk over the network?
Add phones using a VolP adapter




With a VoIP Video Phone
you can talk and see




Add a Raspberry P1

or Arduino or BeagleBoard

Arduino

BeagleBoard

e Web server

e File server

» Asterick server (PBX)




Access, monitor and control USB devices
over your network




Access your HAM radio remotely
(HAM radio over HAM radio)

RemoteRig
1258MKIIS-RADIO

STEREO (DUAL RX] RADIO SIDE UNIT REMOTERIG

HRO Discount Price: $285.95

REC-1258 Mkl

Thts ItEITI quallﬁas for FREE EHIPFII'IG-‘

binental US States by UPS Ground Service




You can turn power on or off

[Front Panel]

[5]: R5-232 Serlal Port Console [1]: Ethernet Port

[6]: Outlet LED Indication [2]: Manual On/Off Button

[7]: Circuit Breaker [3]: Manual Power Outlet Selection Button
[8]: Master Power On/Off Button  [4]: Loop Through For Daisy-Chain Connection

[Back Panel]

TEIDAL SWITIE HED POWTE FOR ALL OUT 10T 10 EXCEED 15 AMPE



Control- Monitor the weather




What would you add to your MESH network?




Connecting your MESH network
to the Internet




Monitor/control nodes and service
from anywhere with internet access

KE6BXT-MVCityHallRoof

Help Refresh Mesh Status OLSR Status WiFi Scan Setup Night Mode

p— 10.23.96.188 /s Signal/Noise/Ratio -52 /-94 /42 dB | Auto
WiFi address fe80:214:bffffe17:60be Link

firmware version 1.1.2
configuration mesh

101875 ]

AN
LAN address o2 piese17:600a Link

10.190.190.224 system time Sat Jan 1 2000

KESBXT-MVEOC 11:05:59 PST
68228953 uptime 19:05
load average 0.00, 0.00, 0.00

default gateway
your address

OLSR restarts
runtime

(=
=]
=4
Un
%)
s
(2}

free space




Access HAM Interne

Connecﬁ Amateurs

=

services

bEOC

m—
/& Google Maps APRS x ’
£ C A [ aprsfi/# e B @ =
s rain Games £ Comedy A my callsign.co... Sodinksod” 1 g e en Carry Arg... »
App Brain G @P o Comedy 1210 058 myHAMcallsig fedinksice! [ gg The Open Carry Arg
= = -
‘,«;51 33949.21' N 117°44.63' W, DM13DT | [overlays] | map - aprs.fi - Login . +|
= e .‘Elf..l-tr% = a PenFed Car Buying Program X
5 DWOS58ig] o penfed. truecar.com
r@'ﬁ? 2] IGEPWW < Compare Prices at New Car Dealers With the (3]
5 d Car Buying Service.
G6UHMEHEIHHX (za1) PenFed Buying Servics *x
W3144 North Tustin Track callsign: Clear *
KEspaveY-12 i 4 Saarchi=
: L261) Silveradi 5 ] A
WEES address, city or Locator: Clear
b Santa Aha \Tustin S
Loma Ridge Search | ? [ 2
] y - ™
suntain ORAL £, Whiting Ranc| SoW last:
Valley w3439 g, wilderness Pa. | 1 hour v
Yo | & (133) "’aa% s Track tail length:
ks i e, W 1 hour hd
‘ {305 | 2 N528
S 'GI’C\'BZ Wx: 80.7°F 47% 1008 mbar 1.4 MPH W
et
ol 3 4 Other views:
V1565 « Station info
& Cilstaiess Lake Forest F « Raw packets
1) EE + Status packets - Beacon packets
N~ KETKQ-14 + APRS/CWOP weather - Telemetry
JeyF] fewc o = + Messages - Bulletin board =
=g Mapidata ©2014 Google'''5 kM b——J\Termsof Use | Reportamapenmor = Nrofiv hreosecina




Allow “cloud based” services

»+ Dropbox



Connecting Mesh Islands

Internet Tunneling

T e )
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Links

e Orange County Mesh Organization

http://ocmesh.org/

 AREDN website (Amateur Radio Emergency Data Network)

http://aredn.org/

 Broadband Hamnet website

http://Broadband-Hamnet.org

e Heart O' Texas Amateur Radio Club Mesh Network

http://www.hotarc.org/mesh.html

* Speed Test

http://www.speedtest.net/




And finally....

Ready for some Demos?




THE END

Don Hill, KE6GBXT

27271 Regio

Mission Viejo, CA 92692
Phone: +1 714-345-1114
donhilli@ gmail.com

KESBXT
| AMATELIR

TELEVISION

Don Ml (T1A 345-11 14

KY-2000

JYC

RNl

Joe Ayers, AEGXE

28251 Coulter

Mission Viejo, CA 92692
Phone: 949-466-1228
aebxe@arrl.net
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THE END

Don Hill, KE6GBXT

27271 Regio

Mission Viejo, CA 92692
Phone: +1 714-345-1114
donhilli@ gmail.com

KESBXT
| AMATELIR

TELEVISION

Don Ml (T1A 345-11 14

KY-2000

JYC
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Joe Ayers, AEGXE

28251 Coulter

Mission Viejo, CA 92692
Phone: 949-466-1228
aebxe@arrl.net
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